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1. Weak algorithm MD5 is used

Risk Medium

Abstract It was observed that weak algorithm is used in the application

Ease of Exploitation Easy

Impact An attacker can construct forged data in a variety of forms that will cause
software using the MD5 algorithm to incorrectly identify it as
trustworthy.MD5 is vulnerable to Collision Attacks in which the Hashing
algorithm takes two different inputs and produce the same hash function.

Recommendations It is recommended to use SHA-256 for more secured application.

urp on: ora o El v @ whasm x et Type Wetifen -ty . X %

Snapshot

2 hashes.com/en/tools/hash identifier

Hashes.com

M Proceeded!

HASHES.COM

Affected URLs throughout the application
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2.Audit Trail is not implemented properly

Risk Medium

Abstract The application does not maintain the logout action and status of user
strac
activity where all user activities have to be logged.

Ease of Exploitation | Easy

In-case a malicious user tries to attack the application; the application

Impact
P will not be able to trace the attacker

An Audit trail should be incorporated in the application admin module,
where all user activities have to be logged. Following points should be
considered:
e Audits are to be generated at the time of resource access and
by the same routines accessing the resource
e Information to be logged including the following: IP of the
originating client, Date, Time, username if any in addition to
other details to be logged in the web server.
e These IP, date, time, session details, user details (NO
password), referrer, process id to be logged in application logs.
e To create audit
e logs, use auto numbering so that every logged entry has a log
Recommendations . . . . .
number, which is not editable. Then if one audit entry is deleted
a gap in the numbering sequence will appear.
e Log entries are to be hashed/ signed so that changes to audit
log can be detected.
e Audit trails to answer the following
e Logging of Authentication Process. Success and failed attempts.
e Logging Authentication details and changes.
e Software error and failures logged.
e Should not be possible to retrieve confidential authentication
information from these logs (including passwords)
e Isit possible to uniquely identify both client host and user from

these logs?
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e What level of information is logged by the application
(read/write access, modification data, and copy/paste data) Are
log files time sequential and can they positively identify the
time of action?
Snapshot L i
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Affected URLs

throughout the application
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3.Change password module is not implemented

Finding: In this application forgot password module is not implemented.

Recommendation:Users may be required to change their password. Users should be provided with
a “Change Password” module through which user will change their password whenever required.
There is the following conditions should be implemented for Change Password module:

? The password between client and server must be passed in SHA-256 hash technique.

? Passwords should have restrictions that require a minimum size (8-15 characters) and complexity
for the password. Complexity typically requires the use of minimum combinations of alphabetic,
numeric, and non-alphanumeric characters in a user’s password (e.g. at least one special character
(S,@,#,&), one upper case letter, one lower case letter and one number like Test@123).

? Users should be prevented from reusing their current or previous 3 passwords. Password history
should ideally be 3.

Screenshot:
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£ Notifications

2,
'# Manage Setting Settings

B Manage CMS (+ Logout
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@ Manage State
tifh Manage City
4 Manage Designation
& Manage Department v
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4.SRI Misconfiguration is not implemented in the application

Vulnerability Title: SRI Misconfiguration is not implemented in the application

Risk Low

Abstract Subresource Integrity (SRI) is a security feature that enables
browsers to verify that third-party resources they fetch (for
example, from a CDN) are delivered without unexpected
manipulation. It works by allowing developers to provide a
cryptographic hash that a fetched file must match.

Ease of Easy

Exploitation

Impact An attacker that has access or has hacked the hosting CDN can
manipulate or replace the files.

Recommendat | Use the SRI Hash Generator link (from the References section)

ions to generate a <script> element that implements Subresource

Integrity (SRI).

For example, you can use the following <script> element to tell a
browser that before executing the
https://example.com/example-framework.js script, the browser
must first compare the script to the expected hash, and verify
that there's a match.
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<script src="https://example.com/example-framework.js"

integrity="sha384-

ogVuAfXRKap7fdgcCY5uykM6+R9IGqQ8K/uxy9rx7HNQIGYI1kPzQ
holwx4JwY8wC"

crossorigin="anonymous"></script>

Snapshot

<meta
<meta
<meta

mmary_large_image" />

@umeshchandra” />

https://ncscbeta.aeologic.in® />

<meta name="twitter:creator" content="@nasirkhansaikat™ />

<meta name="twitter:title" content=" National Commission for Scheduled Castes
| National Commission for Scheduled Castes” />

<meta nar twitter:description” content: ational Commission for Scheduled Castes™ />
<meta name="twitter:image" content="https://ncscbeta.aeclogic.in/img/default_banner.jpg" />
<!--canonical Link

<link type="text/plail ="author” href="https://ncscbeta.aeologic.in/humans.txt" />
<meta name="generator'

content="Laravel Starter - A (MS like modular Laravel starter project
anonical” href="https://ncscbeta.seologic.in"

<link rel

<l-- Shortcut Icon -->

<link href="https://ncscheta.aeologic.in/img/favicon.png" rel="shortcut icon" />
<link type="image/ico" href="https://ncscheta.aeologic.in/img/favicon.png" rel="icon" />

<!-- CSRF Token -->
<meta name="csrf-token" content="J4gC3thrGoCArodkaHENCVXUBPEr37a2hVIhUGHb" />

<link href="https://ncsche (STEBTORTCINT LY
<link rel="stylesheet" hre!
<link rel="stylesheet" hre
<link href="https://owlcar
rel="stylesheet">
<link href="https://owlcar
rel="stylesheet">

T4 LI S L L FEISTYYTEIIECY

T
.isdelivr.net/npm/bootstrap-icons@l.11.2/font/bootstrap-icons.min.css">
[cdnis.cloudflare.com/ajax/1ibs/font-awesome/6.5.1/css/all.min.css">
usel2.github.io/OwlCarousel2/assets/owlcarousel/assets/owl .carousel .min.css"

usel2.github.io/OwlCarousel2/assets/owlcarousel/assets/owl.theme.default.min.css"

<link href="https:

ncscbeta.aeologic.in/index.css” rel="stylesheet">

<style>

.search-container {
display: flex;

Affected URLs | Throughout the application
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5.HTTP only flag is not set properly in the application

Risk Medium

Abstract It was observed that Session Cookie did not have Secure Flag Set.

Ease of Exploitation Easy

Impact This session cookie does not have the Secure flag set. When a cookie is set
with the Secure flag, it instructs the browser that the cookie can only be
accessed over secure SSL channels. This is an important security protection
for session cookies.

Recommendations HttpOnly flag should be set to “True” in website’s configuration file.
Snapshot cso i § T
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Affected URLs Throughout the Application
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6.Max. Length for input fields is not defined called Buffer overflow.

1) Vulnerability Title: Buffer overflow

Risk

Low

Abstract

It was observed that max. Length for captcha fields is not defined.

Ease of Exploitation

Easy

Impact

This vulnerability can cause a system crash or, worse, create an entry
point for a cyberattack.

Recommendations

Length restrictions for every input field should be defined at client as

well as at server end.

Snapshot

=) | National Commission for Schedulec X | NCSC | Home X 4

C QO 8 n ta aeologicin

«

Email

dafgnr111111111111111111111111111 |

Remember me

Affected URLs

Throughout the Application
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7.Path Not Set in Cookie Attributes

Vulnerability Title: Path Not Set in Cookie Attributes

Risk Low
Abstract It was observed that path is set to default i.e. ‘/’ in the application.
Ease of Easy
Exploitation
Impact It is difficult to keep track of logged in users in case of any incident theft/fraud.
Recommendations| It is recommended to verify that that the path attribute, just as the Domain attribute,
been set too loosely.
Even if the Domain attribute has been configured as tight as possible, if the path is setto
directory "/" then it can be vulnerable to less secure applications on the same server.
Sna pshot & | @ National Commission for Sched X |+
« (¢] QO 8 nc

@) Skip to Main Content

Fo,
&N k‘o,,
2
™
g
s L
5

'y,

National Commission for Scheduled Castes

V. T Y
Y *s” Government of India
x

(ONAL COy,

0
a

BME About Us~ State Offices~ Acts/Rules~ Publications~ Vacancies RTI~ Downloads~ Events~ Tenders More~ Contact Us

B o) MTIOIALCOMMISSION
NS . FOR SCHEDULED CASTES (NCSC|

".

(® 0 inspector [ Console [ Debugger {} StyleEditor (J) Performance [ Storage {3 Memory ¢ Accessibility 888 Application N Network [}
» B cache storage Fifter tem:

~ B coolies Name Value Domain Path Expires / Max-Age Size HttpOnly Secure SameSite Last Acces
national_c. eylpd BubUtNOHJ30U ljoial 15TzQxbzindk1JcmiXb2dRZTMyZWSnY202aDRSQ. nescheta.ado... / Tue. 15 Apr 2025 11... 390 true true Lax Tue. 15 Ag
» B indexed DB XSRF-TOKEN NS KESPSIsi I EYZTOJYLUSXVUWHILDBWMDdrT3gy. Tue 15 Apr 2025 11... 352 false tue  Lax Tue. 15 Ag

» B Local Storage
» [B session storage

Affected URLs

Throughout the application




Web Application Security Test Report For

NCSC

8. Forbidden Resource

Vulnerability Title: Forbidden Resource

Risk Low

Abstract It was observed that there is a Forbidden Resource Access to this resource
been denied by the web server. This is generally not a security issue, and i
reported here for informational purposes.

Impact This issue is reported as additional information only. There is no direct img
arising from this issue.

Recommend | It is recommended to restrict such information from being displayed to the

ations

Snapshot
Forbidden

Affected Throughout the application

URLs
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9. Robots.txt

Vulnerability Title: Robots.txt

Risk Low

Abstract It was observed that this page contains an error message that
may disclose sensitive information.

Ease of Easy

Exploitation

Impact The error messages may disclose sensitive information.

Recommendat| It is recommended to implement custom error on the web

ions application.

Snapshot

Disallow:

Affected URLs

Throughout the Application
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10. Phishing by Navigating Browser Tabs

Vulnerability Title:

Phishing by Navigating Browser Tabs

Risk Low

Abstract It was observed that Phishing by Navigating Browser Tabs is possible on web applicatior
Ease of Easy

Exploitation

Impact While this vulnerability doesn't allow script execution, it does allow phishing attacks that

silently replace the parent tab. If the links lack rel="noopener noreferrer" attribute, a third p:
site can change the URL of the source tab using window.opener.location.assign and trick
users into thinking that they’re still in a trusted page and lead them to enter their sensiti
on the malicious website.

Recommendations

-Add rel=noopener to the links to prevent pages from abusing window.opener. This ens
that the page cannot access the window.opener property in Chrome and Opera brow

-For older browsers and in Firefox, you can add rel=noreferrer which additionally disal
Referer header.

<a href="..." target="_blank" rel="noopener noreferrer">...</a>
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Snapshot

= T
https://ncscemis nic.in/” targe

7hlank">visxt Portal <i
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</button>
<[div>
<div class="col-md-4">
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<div class="1

NCSC e-Griewance Portal®

5" elass="img fluid" al:

“this.start()"

<img sre="images/newimg. ip
style="height: 91px;margin-top: 32px; border-radius: Gpx
</div>
</div>
<fdiv>
<fdivy
</div>
¢div class="col-md-6">
<div elass="background-welcome whats_neu">
<h3>WhatRi39;s Hewd/h3>
<narquee di ="up" ="this.stop()"

style="height:182px; ">

<ul elgzzeul margues”

scuat.

https://ne

hre
</14>

href="https://ncscuat

13 el
"_blank">Shri]

aeologic.in/oms_order_reports” [TTNTLF

"text" class="
_blank*>Shri

<1i elass="bullet">cinput typi
aeologic.infoms order_reparts® targe

</14>

href="https:{/ncscuat.

text" classs"

<13 class="bullet"><input type
_blank">Shri

aeologic.in/oms_order_reports” target

/14>

(8

</marquee>
“marquee_more">

<I-- <a href

HQuemGme

ass="about-btn

align-self-center align-se

start*><span>View More</span>

let"><input type="text” class="bullet-checkbox™> <a
Love Kush Kusar has taken over the charge of Hon'ble Member, NCSC w.e.f. 11.03.

ullet-checkbox™> <a
Kishor Makwana has taken over the charge of Hon'ble Chairman, NCSC w.e.f. 11.8:

ullet-checkbox"> <a
Vaddepalli Ramchander has taken over the charge of Hon'ble Member, NCSC w.e.f.

Certainty

S Mtp/172.20.043.27/

Affected URLs

Throughout the application




